Introduction to Cyber Security
	The course description


Age group: 11-12 years old
Duration: 7 sessions
Description’s details:
This course covers the introduction to cyber security. 
This course uses active learning and critical pedagogy methods, experiential methods. 
Students will be assigned two tasks.
This course will address themes related to cyber security, securing their virtual accounts.

	Course Learning Outcome


At the completion of this course, learners will be able to:
Identify basic terms related to cyber security.
Identify and comprehend the danger of the online exposure without respecting security measures.
Apply the security measures.
Present the outcome to their Grade 5 fellows.

	Learning Methods


· Active learning methods/applied methods: 
· Students will participate in the course thru peer-review along with other activities facilitated during class;
· Students will use digital skills in expressing critical thinking and as tools for digital activism; 
· Critical inquiry methods: 
· Students will critically engage course materials through preparing for and leading class discussions;
· Experiential methods: The instructional method and teaching philosophy for this course is discussion-collaboration-reflection. Students will lead the discussions and are encouraged to ask questions, will collaborate together, and will engage in critical reflection as key components of learning.

	Lessons Timeline


Session 1: A rise in the online security incidents
Session 2: Your personal information exposed
Session 3: Your information under attack
Session 4: Group work
Session 5: Planning for effective presence on social media
Session 6: Effective presence on Social media
Session 7: Group work presentation


	Assignments


Group 1: Based on the reading, and the videos provided, kindly list the “do” when you are creating a new account and the “don’t”.
Group 2: Based on the reading and the videos provided, kindly do prepare a questionnaire that you would send to your peers and discuss with them in Class.
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	Rubric

	Interaction between group member
	5%

	The task was divided properly
	5%

	Every group member presented his own part
	5%

	Every group member presented his own part
	5%

	The group members worked in harmony
	10%

	The group work was presented on due date
	10%

	The group work was presented before deadline
	additional 1 pt

	The narrative was correct and contains acceptable grammatical mistakes
	10%

	The group members presented their work with confidence
	10%

	The group members presented their work in a creative way
	10%

	The group members addressed the theme of protecting vulnerable people behind the screens	
	10%

	Small tests
	20%



	Resources


· Dr. Kings PowerPoint
· Edraak plateform
https://courses.edraak.org/courses/course-v1:Google+ROP+2019SP/course/
· Openclassroom
https://openclassrooms.com/en/courses/7526341-discover-the-universe-of-cybersecurity
· Readings:
https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security
· Video
https://youtu.be/shQEXpUwaIY
https://youtu.be/inWWhr5tnEA


